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ARTICLE INFO ABSTRACT

Mﬂfﬁﬂ;;r — In. big..data_applications, _data._privacy. i i

Recened 24 Scpuembée processing Jarge-scale. privacy-sensitive. data, sets often_requires_computation. resources

Received in revised form 15 March 2013 provisioned. by. public._cloud_services. Sub-tree data anonymization is a widely adopted

A o I scheme to anonymize data sets for privacy preservation. Top-Down Specialization (TDS)
and Bottom-Up Generalization (BUG) are two ways to fulfill sub-tree Anonymiunon.

Keywords: However, existing for sub-tree ization fall short of

Big data «capability, thereby lacking scalability in handling big data in cloud. Still, either TDS or BUG

Cloud computing individually suffers from poor performance for certain valuing of k-anonymity parameter.

Data anonymization In this paper, we propese a hybrid approach that combines TDS and BUG together for

xﬁq preservation efficient sub-tree anonymization over big data. Further, we design MapReduce algorithms

for the two components (TDS and BUG) to gain high scalability. Experiment evaluation
demonstrates that the hybrid approach significantly improves the scalability and efficiency
of sub-tree anonymization scheme over existing approaches.

© 2014 Elsevier Inc. All rights reserved.
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++24. Cloud il provides massive computation power and storage capacity via
utilizing a Iamr number of commodny computers together, enabling users to deploy big data applications cost-effectively
without heavy infrastructure investment. To exploit the advantages offered by public cloud platforms, more and more big
data applications have been moving into cloud, including a variety of privacy-sensitive applications like health care data and
transactional data storing and processing. Consequently, how to protect the privacy of these data sets turns out to be a big
challenge. Indeed, numerous potential customers are still hesitant to take advantage of cloud due to privacy and security
concerns |3). Privacy is one of the most concerned issues in the big data applications that involve multiple parties, and the
concern aggravates in the context of cloud computing although some privacy issues are not new [1]. Hence, data privacy
issues need to be addressed urgently before data sets are analyzed or shared on cloud.
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Privacy preservation efficient sub-tree anonymization over big data. Further, we design MapReduce algorithms
MapReduce for the two components (TDS and BUG) to gain high scalability. Experiment evaluation

demonstrates that the hybrid approach significantly improves the scalability and efficiency
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individually suffers from poor performance for certain valuing of k-anonymity parameter.
In this paper, we propose a hybrid approach that combines TDS and BUG together for
efficient sub-tree anonymization over big data. Further, we design MapReduce algorithms
for the two components (TDS and BUG) to gain high scalability. Experiment evaluation
demonstrates that the hybrid approach significantly improves the scalability and efficiency
of sub-tree anonymization scheme over existing approaches.
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